Microsoft Windows 10 Thunderbird's Enigmail Installation

This is an installation of Mozilla Thunderbird's Enigmail on Windows 10. Thunderbird must be installed and properly
working before installing Enigmail.

Operation System: Microsoft Windows 10 (Fall 2017 Creator Update)
Software: Thunderbird 52.4.0
Software: Thunderbird Enigmail 1.9.8.3
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| Drafts SANS / REN-ISAC Summer 2017 Progra... SANS Organizer 20 5/15/2017 12:20 PM v Today
i, Sent Mail Communications of the ACM, October... Communications of the ACM Di... 9/26/2017 11:38 A... Tomorrow
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munications of the ACM Di... 10/25/2017 7:00 A...
\ ﬁ TechNews 10/25/2017 11:14 ...
Re: [advisory-board-open] M&A Securi... don m. 5:48 AM
Re: [advisory-board-open] M&A Securi... Chris Clymer 10:28 AM
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for the menu. |
v tim.preuss02@gmail.com ~\| ok B O O New Message Activity Manager
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il Sent Mail Communications of the ACM, October... Communications of the ACM Di... 9/26/2017 1 & print... S
L@ All Mail Fwd: OUCH! October 2017 Brenda-Tim Preuss 10/4/20178& Fil
Spam Fwd: @RISK: The Consensus Security V... Brenda-Tim Preuss
© P € Re: Possible Vi Marv Kav Joh The presentation selects the "Add-Ons" option.
5 Trash e: Possible Visit ary Kay Johnson
| November 15 Jonas Boner Talk on Rea... ACM Learning Center
mportant
<cuba Re: [advisory-board-open] SOC physic... Dennis Chow Tasks
Starred Re: [advisory-board-open] Linux and A... F Rafi
| Templates Re: [advisory-board-open] Threat Mod... john bradley

v M| Local Folders
== Trash
/®, Outbox

Re: [advisory-board-open] Threat Mod...
ACM TechNews, Friday, October 20, 20...
Re: [advisory-board-open] Linux and A...
Fwd: SANS NewsBites Vol. 19 Num. 083...

Kubernetes, more Kubernetes, and Kub...

Russ Sanderlin
ACM TechNews
Julien Touche

Brenda-Tim Preuss

O'Reilly Systems Engineering & ...

Re: [advisory-board-open] Linux and A... john bradley 10/20/2017 6:35 PM

Re: [advisory-board-open] BYOD policy Neely, Lee 10/20/2017 8:51 PM

Re: [advisory-board-open] BYOD policy Frank Kraft 10/20/2017 10:26 ...

ACM TechNews, Monday, October 23, ... ACM TechNews 10/23/2017 10:53 ...

Communications of the ACM, October... Communications of the ACM Di... 10/25/2017 7:00 A...

ACM TechNews, Wednesday, October ... ACM TechNews 10/25/2017 11:14 ...

Re: [advisory-board-open] M&A Securi... don m. 5:48 AM

Re: [advisory-board-open] M&A Securi... Chris Clymer 10:28 AM
0 Thunderbird now contains calendaring functionality by integrating the Lightning extension. Learn more Disable Keep X
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Pr-‘ Get Add-ons

[-t_| 3
"+ Extensions

% Appearance

£

Plugins

o Add-ons Manager

o enigmail

e T

The "Plugins” options allows the presentation to search for
"enigmail”. The presentation selects the magnifying glass
icon to search.

The presentation selects the "Plugins”

option.

y add-ons of this type installed

fnore about add-ons

0 Thunderbird now contains calendaring functionality by integrating the Lightning extension.

[h

Learn more

Events 4 pr X

2 Thu <« O »
Oct2017 CW 43

[+] New Event

v Today
Tomorrow

Upcoming (5 days)

Disable Keep prd
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o Add-ons Manager
Events 4 »r X

o enigmail pe 2 Thu ¢ O »

Oct 2017 CW43
Q\ Search
Name Last Updated Best match ~ [+] New Event

Fr-‘ Get Add-ons | | v Today
- Search: My Add-ons (@ Available Add-ons

Tomorrow

October 3, 2017 Upcoming (5 days)

== Enigmail
Install

OpenPGP message encryption and authenticati... More

b »
"+ Extensions

@ Appearance

& Plugins % Mail Merge September 2, 2017

Mass Mail and Pe| The presentation selects “Install” to install

Mail Redirect Enigmail within Thunderbird.

Allow to redirect

EditEmailSubjeq

This module alloy

Expression Sear|

Powerful messagg

Mail Summaries April 6, 2017

Adds a summary of mail accounts and folders t... More

Get Selected Mails October 3, 2017

Gets new messages for selected mail accounts. More

Install

See all 177 results

0 Thunderbird now contains calendaring functionality by integrating the Lightning extension. Learn more Disable Keep X
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i, Inbox ¥ Add-ons Manager
Events 4 »r X

€ X - enigmail P 2 Thu ¢« O »

Oct 2017 CW43
Q\ Search
Name Last Updated Best match ~ [+] New Event

Fr-‘ Get Add-ons | | v Today
- Search: My Add-ons (@ Available Add-ons

Tomorrow

b »
"+ Extensions

+ Enigmail will be installed after you restart Thunderbird. Restart now Undo Upcoming (5 days)

@ Appearance Enigmail ctober 26, 2017

OpenPGP message encrvotion and authentication Mo

= Plugins
Mail N The presentation selects "Restart now" to finish

ﬂn the enigmail installation. Install
Mass M

Mail R
Allow 1

Install

EditEn
This m

Expres

Install
Powerful message searching through expressio... More

Mail Summaries April 6, 2017
Install

Adds a summary of mail accounts and folders t... More

Get Selected Mails October 3, 2017

Gets new messages for selected mail accounts. More

Install

See all 177 results

@ Thunderbird now contains calendaring functionality by integrating the Lightning extension. Learn more Disable Keep X
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. %[~ *x 83 0 Bber Ehise fessages <o+ Shif Oct2017 CW43
¥, Inbox
el Tk EC Subject ®®  Correspondents Date ~ B [+] New Event
Vg Grraill SANS / REN-ISAC Summer 2017 Progra... SANS Organizer 20 5/15/2017 12:20 PM Tod
[omatly v ay
Communications of the ACM, October... Communications of the ACM Di... 9/26/2017 11:38 A...
| Drafts Tomorrow
. | =T .
i, Sent Mail Fwd: OUCH! October 2017 Brenda-Tim Preuss 10/4/2017 &:33 AM Upcoming (5 days)
L& All Mail (4) Fwd: @RISK: The Consensus Security V... Brenda-Tim Preuss 10/19/2017 8:32 A...
Spam 4 Re: Possible Visit Mary Kay Johnson 10/19/2017 12:43 ...
— Trash November 15 Jonas Boner Talk on Rea... ACM Learning Center 10/19/2017 1:00 PM
= \mportant () Re: [advisory-board-open] SOC physic... Dennis Chow 10/19/2017 9:26 PM
Re: : . . 10/20/2017 10:46 ...
Starred . " The presentation returns to the main received 10/20/2017 1046
v M| Local Folders “l " email screen in Thunderbird. b T
5 Trash ACN 10/20/2017 10:54 ...
&, Outbox R&l |n many cases, the Enigmail Setup Wizard will 10/20/2017 1227 ...
Fwdl  start. Please go to slide/page 11 to continue MUZV20RT $248
Re: [ 10/20/2017 6:35 PM
Re: [ 10/20/2017 8:51 PM
Re: [ 10/20/2017 10:26 ...
ACN 10/23/2017 10:53 ...
Con ACM Di... 10/25/2017 7:00 A...
ACN 10/25/2017 11:14 ...
Re: [advisory-board-open] M&A Securi... * Chris Clymer 10:28 AM
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& Get Messages ~ [ Write v W Chat & Address Book Tag 1 The presentation selects the three lines Mi=| Events 4> X
for the menu. |

v < tim.preuss02@gmail.com
# Inbox
.| Templates
v, |\ [Gmad]
| Drafts
&, Sent Mail
L&) All Mail (4)
) Spam
= Trash
Important (4)
scuba
Starred
v M| Local Folders
== Trash
/®, Outbox

@ Thunderbird now contains calendaring functionality by integrating the Lightning extension.
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November 15 Jonas Boner Talk on Rea...

Re: [advisory-board-open] SOC physic...
Re: [advisory-board-open] Linux and A...
Re: [advisory-board-open] Threat Mod...
Re: [advisory-board-open] Threat Mod...
ACM TechNews, Friday, October 20, 20...
Re: [advisory-board-open] Linux and A...
Fwd: SANS NewsBites Vol. 19 Num. 083...
Kubernetes, more Kubernetes, and Kub...

Re: [advisory-board-open] Linux and A...

Re: [advisory-board-open] BYOD policy
Re: [advisory-board-open] BYOD policy

ACM TechNews, Monday, October 23, ...
Communications of the ACM, October...
ACM TechNews, Wednesday, October ...
Re: [advisory-board-open] M&A Securi...
Re: [advisory-board-open] M&A Securi...

[ (|

ACM Learning Center
Dennis Chow

F Rafi

john bradley

Russ Sanderlin

ACM TechNews
Julien Touche

Brenda-Tim Preuss

O'Reilly Systems Engineering & ...

john bradley
Neely, Lee
Frank Kraft
ACM TechNews

Communications of the ACM Di...

ACM TechNews
don m.

Chris Clymer

New Message

] Attachments

Subject te o

SANS / REN-ISAC Summer 2017 Progra... ©  SANS Organizer 20 5715/2017 1 :H;

Communications of the ACM, October... Communications of the ACM Di... 9/26/2017 1 &2 print..

Fwd: OUCH! October 2017 Brenda-Tim Preuss 10/4/2017 &

Fwd: @RISK: The Consensus Security V... Brenda-Tim Preuss 10/19/2017 Save As
4 Re: Possible Visit Mary Kay Johnson 10/19/2017 Folders

> Activity Manager

Message Filters

> ¢ Add-ons
Options

Enigmail

4T

The presentation selects the "Enigmail” option

on the menu.

| Tasks

TV LV LV Ty s ravy

10/20/2017 10:26 ...
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10/25/2017 7:00 A...
10/25/2017 11:14 ...
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¥, Inbox 7] [¥]
¥, Get Messages v [ Write ~ @B Chat % Address Book Tag ~ | Y QuickFilter | Search <Ctri+ p =] bvents 4 r X
— - New M > Activity M
v tim.preuss02@gmail.com & (oo % 8 ® @ Filter these messages <Ctri+Shift+K> | ew Message ctivity ?nager
% Inbox Attachments Message Filters >
Rl
Templates Tk EC Subject Correspondents @ Date .
= P ) cari > ¢ Add-ons
vl IGmaill SANS / REN-ISAC Summer 2017 Progra... SANS Organizer 20 5/15/2017 1 —
[Gmail} : 2
Drafts Communications of the ACM, October... Communicat LRI
J . " . >
e Fwd: OUCH! October 2017 Brenda-TimA The presentation selects "Setup >§etUP Wizard
Lé: All Mail (4) Fwd: @RISK: The Consensus Security V... Brenda-Tim F Wizard" to begin. Decrypt to folder N
Spam 4 Re: Possible Visit Mary Kay Joh Key Management >
_ o November 15 Jonas Boner Talk on Rea... ACM Learnin Edit Per-Recipient Rules >
= important (4 Re: [advisory-board-open] SOC physic... Dennis Chow Preferences 5
ccuba Re: [advisory-board-open] Linux and A... F Rafi ;Ielp N
Starred Re: [advisory-board-open] Threat Mod... john bradley ;bout Enigmail 5
« 8 Local Folders Re: [advisory-board-open] Threat Mod... Russ Sanderli - Help N
= et ACM TechNews, Friday, October 20, 20... ACM TechNé
; Outbox Re: [advisory-board-open] Linux and A... Julien Touche
o Fwd: SANS NewsBites Vol. 19 Num. 083... Brenda-Tim F
Kubernetes, more Kubernetes, and Kub... O'Reilly Syste
Re: [advisory-board-open] Linux and A... john bradley 10/20/2017 6:35 PM
Re: [advisory-board-open] BYOD policy Neely, Lee 10/20/2017 8:51 PM
Re: [advisory-board-open] BYOD policy Frank Kraft 10/20/2017 10:26 ...
ACM TechNews, Monday, October 23, ... ACM TechNews 10/23/2017 10:53 ...
Communications of the ACM, October... Communications of the ACM Di... 10/25/2017 7:00 A...
ACM TechNews, Wednesday, October ... ACM TechNews 10/25/2017 11:14 ...
Re: [advisory-board-open] M&A Securi... don m. 5:48 AM
Re: [advisory-board-open] M&A Securi... Chris Clymer 10:28 AM
0 Thunderbird now contains calendaring functionality by integrating the Lightning extension. Learn more Disable Keep X
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i Inbox 7 ¥

¥, Get Messages v [ Write ~ ®® Chat ® Address Book Tag ¥ | Y Quick Filter | Search <Ctrl+K> r = Ee 4> X
Thu <« O
v tim.preuss02@gmail.com Cilior thoce meccanec <« (il Chifes s 2
Q & | oo * ‘ 0 @ HICT icos LUy Co ML ULTINIgL . < p OCt2017 CW43
¥ Inbox
t ' ~ B
E Templates * @  Subject ®®  (Correspondents @ Date 44 New Event
o | [Gmoill & Enigmail Setup Wizard - O X [
.| Drafts How would you like to Configure Enigmail?
&, Sent Mail (5 days)
dh All Mail (4) Would you like to setup Enigmail manually, or do you need assistance in the setup process?
B SPam
*] Trash @ ! prefer a standard configuration (recommended forbeginners) ]
Important (4) (O | prefer an extended configurati mmended for advanced users)
scuba (O | prefer a manual configuration (| pmmended for experts)
Starre
v 8 LocalFolq The presentation selects "I prefer a standard |, . . . .
1 Trash configuration (recommended for beginners) ".
/®, Outbox
The presentation selects "Next" to continue.
< Back Next > Cancel
0 Thunderbird now contains calendaring functionality by integrating the Lightning extension. Learn more Disable Keep X
b Unread: 0  Total: 22  [3)] Today Pane v
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#, Inbox 7] [¥]
¥, Get Messages v [ Write ~ @B Chat % Address Book Tag ¥ | Y QuickFilter | Search <Ctri+K> P = Has 4»r X
Thu <« O
v tim.preuss02@gmail.com Citior thoce meccnmec <« (irlsChifes ke 2
Q & | i * ‘ 0 @ L A LlaUYyLo M ULTINIYL .~ p OCt2017 CW43
¥ Inbox
Tt L Codloioct ®®  Correspondents © Date ~ B[ P=4 New Event
The presentation enters a passphrase. Notes about - O X
passphrases,
(5 days)
1. Passphrases must be very long.
2. Passphrases must be memorized or put in an [air of two keys:
encrypted password safe. [ers to send you encrypted emails. You can distribute it to everybody.
urself to decrypt these emails and to send signed emails. You should give it to nobody.
You must not forget your passphrase!
word to protect your private key. It prevents misuse of your private key. The passphrase
The presentation selects "Next" to continue. ning at least 8 characters, digits and punctuation marks. Umlauts (e.g. &, & i) and
fers are not recommended.
Tim Preuss <tim. sOZ@gmaiI.com> - tim.preuss02@gmail.com
Passphrase
000000 NS
Please confirm your passphrase by typing it again
20000000
Passphrase quality:
|y
< Back Next > Cancel
0 Thunderbird now contains calendaring functionality by integrating the Lightning extension. Learn more Disable Keep X
b Unread: 0  Total: 22  [3)] Today Pane v
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Command Prompt

C:\Users\preuss>dir * /S

The presentation uses the command prompt
and the command "dir * /S" as shown. This will
create disk activity for random key generation.

This is not the only way to generate disk activity
for random key generation.
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Recycle Bin

»

W,
Enigmail Setup Wizard
cop & Enig p

After the keys are generated, the presentation
selects "Create Revocation Certificate".

ay take up to several minutes to complete. Do not exit the application while key
Actively browsing or performing disk-intensive operations during key generation will
s pool' and speed-up the process. You will be alerted when key generation is

A
&
Mozill
Thunder
n case your priva] [y gets lost or compromised, you might need to revoke your public key such that others
don't continue bur old key. For this purpose, you need a revocation certificate.
You will be prompt¥d to enter your password for this.
Create Revocation Certificate
Cancel
P — 11:41 AM
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Recycle Bin

>
ol
2
GPA
@ Create & Save Revocation Certificate

A |5 » ThisPC > Documents Search Documents

Sl The presentaion saves the revocation Date modified

certificate on the local drive in a secure location.
e No items match your search.

Mozilla
Thunderb

I =R Rtim.preuss02@gmail.com (0x4D39D2E7) rev,

Save as type: | ASCIlI Armored Files (*.asc)

~ Hide Folders

; . 11:42 AM
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Recycle Bin

»

>,
&
GPA

After reading the text, the presentation selects

"OK". (@) Search Documents
Kleopatra B
Date modified
D39D2E7) r... 10/26/2017 11:42 ...

A
& L .

Mozilla eated. You can use it to invalidate your public key,

Thunderbird

- . d away safely such as a CD or USB stick. If
somebody gains access to this certificate 3n use it to render your key unusable.

[ This PC
v £ >

File name: | tim.preuss02@gmail.com (0x4D39D2E7) rev v

Save as type: | ASCIlI Armored Files (*.asc) v

- A Hide Folders Save Cancel -

e BECK T INEXT > J Cancel

N 11:42 AM
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Recycle Bin

»”

.
2
GPA

Kleopatra

é‘

Moazilla
Thunderbird

@ Enigmail Setup Wizard

Key Creation

Your key is now being generated

Key Generation Console

NOTE: Key generation may take up to several minutes to complete. Do not exit the application while key
generation is in progress. Actively browsing or performing disk-intensive operations during key generation will

replenish the ‘randomness pool’ and speed-up the process. You will be alerted when key generation is
completed.

After saving the revocation certificate, the
Your Key is Generated presentation selects "Next" to continue.

In case your private key gets lo
don't continue to use your old
You will be prompted to enter

Create Revocation Certificate

Cancel

i m & ™
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¥ GetMessages v [ Write ~ W8 Chat ® Address Book Tag 1 The presentation selects the three lines Si==y]| Events 4 r X
for the menu. |

v < tim.preuss02@gmail.com
# Inbox
.| Templates
v, |\ [Gmad]
| Drafts
&, Sent Mail
L&) All Mail (4)
) Spam
= Trash
Important (4)
scuba
Starred
v M| Local Folders
== Trash
/®, Outbox

@ Thunderbird now contains calendaring functionality by integrating the Lightning extension.

| > ¥ &8 O ¢
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"m  tim.preuss02@gmail.com is up to date

November 15 Jonas Boner Talk on Rea...

Re: [advisory-board-open] SOC physic...
Re: [advisory-board-open] Linux and A...
Re: [advisory-board-open] Threat Mod...
Re: [advisory-board-open] Threat Mod...
ACM TechNews, Friday, October 20, 20...
Re: [advisory-board-open] Linux and A...
Fwd: SANS NewsBites Vol. 19 Num. 083...
Kubernetes, more Kubernetes, and Kub...

Re: [advisory-board-open] Linux and A...

Re: [advisory-board-open] BYOD policy
Re: [advisory-board-open] BYOD policy

ACM TechNews, Monday, October 23, ...
Communications of the ACM, October...
ACM TechNews, Wednesday, October ...
Re: [advisory-board-open] M&A Securi...
Re: [advisory-board-open] M&A Securi...

[h

ACM Learning Center
Dennis Chow

F Rafi

john bradley

Russ Sanderlin

ACM TechNews
Julien Touche

Brenda-Tim Preuss

O'Reilly Systems Engineering & ...

john bradley
Neely, Lee
Frank Kraft
ACM TechNews

Communications of the ACM Di...

ACM TechNews
don m.

Chris Clymer

New Message

] Attachments

Subject te o

SANS / REN-ISAC Summer 2017 Progra... ©  SANS Organizer 20 5715/2017 1 :H;

Communications of the ACM, October... Communications of the ACM Di... 9/26/2017 1 &2 print..

Fwd: OUCH! October 2017 Brenda-Tim Preuss 10/4/2017 &

Fwd: @RISK: The Consensus Security V... Brenda-Tim Preuss 10/19/2017 Save As
4 Re: Possible Visit Mary Kay Johnson 10/19/2017 Folders

> Activity Manager

Message Filters

> ¢ Add-ons
Options

Enigmail

4T

The presentation selects the "Enigmail” option

on the menu.

| Tasks

TV LV LV Ty s ravy

10/20/2017 10:26 ...
10/23/2017 10:53 ...
10/25/2017 7:00 A...
10/25/2017 11:14 ...
5:48 AM

10:28 AM
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i Inbox 7] [¥]
¥, Get Messages v [ Write ~ @B Chat % Address Book Tag ¥ | Y QuickFilter | Search <Ctri+K> p =] bvents 4 r X
v < tim.preuss02@gmail.com ®|» % 8O @ ilter these messages <Ctri+Shift+ New Message 4 Activity M?nager
# Inbox Attachments Message Filters >
el Tk EC Subject ®®  Correspondents @ Date Edit ,
. ) ¥ Add-ons
viilk [Gmail SANS / REN-ISAC Summer 2017 Progra... SANS Organizer 20 5/15/2017 1 -y Ovtions .
| Drafts Communications of the ACM, October... Communications of the ACM Di... 9/26/2017 1 B Print.. . .
Sent Mail Fwd: OUCH! October 2017 Brenda-Tim Preuss 10/4/20178& Setup Wizard
Lé: All Mail (4) Fwd: @RISK: The Consensus Security V... Brenda-Tim Preuss 10/19/2017 Save As Decrypt to folder ’ N
& Spam 4 Re: Possible Visit Mary Kay Johnson 10/19/2017 Folders Key Management -
— Trash November 15 Jonas Boner Talk on Rea... ACM Learning Center 10/19/2017 Empty Trash Edit Per-Recipient Rules N
Important (4) Re: [advisory-board-open] SOC physic... Dennis Chow 10/19/2017 i N
ccuba Re: [advisory-board-open] Linux and A... F Rafi 10/20/2017 5
Starred Re: [advisory-board-open] Threat Mod... john bradley 10/20/2017 A Enigmail 5
« 8 Local Folders Re: [advisory-board-open] Threat Mod... Russ Sanderlin hihdiriniiii Help N
) Trash ACM TechNews, Friday, October 20, 20... ACM TechNews The presentation selects "Preferences".
L Outbox Re: [advisory-board-open] Linux and A... Julien Touche
Fwd: SANS NewsBites Vol. 19 Num. 083... Brenda-Tim Preuss
Kubernetes, more Kubernetes, and Kub... O'Reilly Systems Engine
Re: [advisory-board-open] Linux and A... john bradley
Re: [advisory-board-open] BYOD policy Neely, Lee
Re: [advisory-board-open] BYOD policy Frank Kraft
ACM TechNews, Monday, October 23, ... « ACM TechNews
Communications of the ACM, October... « Communications of the
ACM TechNews, Wednesday, October ... ACM TechNews
Re: [advisory-board-open] M&A Securi... * don m. 5:48 AM
Re: [advisory-board-open] M&A Securi... * Chris Clymer 10:28 AM
@ Thunderbird now contains calendaring functicnality by integrating the Lightning extension. Learn more Disable Keep X
"m  tim.preuss02@gmail.com is up to date Unread: 0  Total: 22  [7%] Today Pane v
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LT_‘&S —— are J Plave - - — []
Player v | [l ~ @ B I lDJ POty H TR &
Enigmail Preferences _ O X

[7] [¥]
Basic Sending Backup/Restore —
g P E’ Search <Cirls p =  Events 4 P X
Basic Settings Thu <« O

Files and Directories

GnuPG was found in C:\Program Files (x86)\Gpg4win\..\GnuPG\bin\gpg.ex...

[ ] Override with

Passphrase settings

Remember passphrase for 5%

Display Expert Settings and Menus €

Browse...

minutes of idle time

Correspondents
SANS Organizer 20

Brenda-Tim Preuss

Brenda-Tim Preuss

[Mary Kay Johnson

Settins and Menus".

The presentation selects "Display Expert

I; Center

.

|reuss

s

0 Thunderbird now contains calendaring functionality by integrating the Lightning extension.

B

tim.preuss02@gmail.com is up to date

ACM TechNews
OK Cancel
don m.
Re [advisory-board-open] MIBUA Securt... * Chris Clymer

[h

Communications of the ACM Di...

ms Engineering & ...

Communications of the ACM Di...

Date ~ B
5/15/2017 12:20 PM
9/26/2017 11:38 A...
10/4/2017 &:33 AM
10/19/2017 8:32 A...
10/19/2017 12:43 ...
10/19/2017 1:00 PM
10/19/2017 9:26 PM
10/20/2017 10:13 ...
10/20/2017 10:46 ...
10/20/2017 10:46 ...
10/20/2017 10:54 ...
10/20/2017 12:27 ...
10/20/2017 12:48 ...
10/20/2017 5:46 PM
10/20/2017 6:35 PM
10/20/2017 8:51 PM
10/20/2017 10:26 ...
10/23/2017 10:53 ...
10/25/2017 7:00 A...
10/25/2017 11:14 ...
5:48 AM

10:28 AM

Learn more

Unread: 0

Disable

2

[+] New Event

v Today
Tomorrow

Oct2017 CW43

Upcoming (5 days)

Keep

X

Total: 22 [7] Today Pane v
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Player v | Il v @ B I 0N *R G0 & = )| &
Enigmail Preferences X — O X
[z]
Basic Sending Key Selection Advanced Keyserver<:: The presentation selects the o =  Fvents 4d > ¥
_ "Keyserver" tab. -
Specify your keyserver(s): — 2 Thu ¢« O »
bool.sks-keyservers.net, keys.gnupg.net, pgp.mit.edu e » Oct2017 CW43
Example: sks.dnsalias.net, pgp.mit.edu, ldap://certserver.pgp © Date ~ B [+] New Event
Always use first keyserver 5/15/2017 12:20 PM
A\CM Di... 9/26/2017 11:38 A... v Today
Automatically download keys for signature verification 10/4/2017 8:33 AM Tomorrow
from the following keyserver: 10/19/2017 8:32 A... Upcoming (5 days)
10/19/2017 12:43 ...
10/19/2017 1:00 PM
10/19/2017 9:26 PM
10/20/2017 10:13 ...
john bradley 10/20/2017 10:46 ...
Russ Sanderlin 10/20/2017 10:46 ...
ACM TechNews 10/20/2017 10:54 ...
Julien Touche 10/20/2017 12:27 ...
Brenda-Tim Preuss 10/20/2017 12:48 ...
O'Reilly Systems Engineering & ... 10/20/2017 5:46 PM
john bradley 10/20/2017 6:35 PM
Neely, Lee 10/20/2017 8:51 PM
Frank Kraft 10/20/2017 10:26 ...
ACM TechNews 10/23/2017 10:53 ...
Communications of the ACM Di... 10/25/2017 7:00 A...
ACM TechNews 10/25/2017 11:14 ...
oK Cancel | lonm. 5:48 AM
v Re [advisory-board-open] MI8A Securt... * Chris Clymer 10:28 AM
0 Thunderbird now contains calendaring functionality by integrating the Lightning extension. Learn more Disable Keep X
@ tim.preuss02@gmail.com is up to date Unread: 0  Total: 22  [7%] Today Pane v
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':@ 110-csc D-demo - VMware Workstation 12 Player (Non-commercial use only - []

Player > | Il >~ o B H T »R 0BG = ) E
Enigmail Preferences X — O X
(3] ¥
Basic Sending Key Selection Advanced Keyserver Backup/Restore [ S p = Events 4d > x
er | Search <Ctrl+ —
Specify your keyserver(s): 2 Thu ¢« O »
sweden.minnesota.edu,pool.sks-keyservers.net, keys.gnupg.net, pgp.mit.edu prese messages <Ciri+Shit+K> » Oct2017 CW43
Example: sks.dnsalias.net, pgp.mit.edu, ldap://certserver.pgp.com Correspondents © Date ~ B [+] New Event
Always use first keyserver SANS Organizer 20 5/15/2017 12:20 PM Tod
v
ay
Communications of the ACM Di... 9/26/2017 11:38 A...
. . o Tomorrow
Automatically download keys for signature verification Brenda-Tim Preuss 10/4/2017 8:33 AM
from the following k _ Upcoming (5 days)
rom the foflowing keysenver Brenda-Tim Preuss 10/19/2017 8:32 A...
i — [Mary Kay Johnson 10/19/2017 12:43 ...
( )
The presentation adds the FQDN address
"sweden.minnesota.edu” to the line "Specify your

keyserver (s) :" and "Automatically download keys for signature
verification form the following keyserver:". This will make things
easier for you.

Please make your "keyserver" tab as shown for M State classes.

Please go to the next slide/page.

N J
Communications of the ACM Di... 10/25/2017 7:00 A...
ACM TechNews 10/25/2017 11:14 ...
oK Cancel don m. 5:48 AM
v Re [advisory-board-open] MI8A Securt... * Chris Clymer 10:28 AM
0 Thunderbird now contains calendaring functionality by integrating the Lightning extension. Learn more Disable Keep X
@ tim.preuss02@gmail.com is up to date Unread: 0  Total: 22  [7%] Today Pane v
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':@ 110-csc D-demo - VMware Workstation 12 Player (Non-commercial use only - []

Player > | Il ~ cp B H T »R 6 HJ & E ) E
Enigmail Preferences X — O X
[z]
Basic Sending The presentation selects the "Sending” ) ) — | oz 4d > ¥
. " Er Search <Ctri+ P =
tab. The presentation selects "Manual
General Preferences fol . S Thu ¢« O »
encryption settings". b cce messages <ChrisShift+Ks 2
: : T ‘ Oct2017 CW43
(O Convenient encryptig —
— - The presentation selects "OK" to Correspondents Date * B I%] New Event
© Manual encryption = i SANS Organizer 20 5/15/2017 12:20 PM
continue. rganizer - v Today
Encrypt/sign replies Communications of the ACM Di... 9/26/2017 11:38 A...
_ Tomorrow
Automatically send enc Brenda-Tim Preuss Wy Sratng 652 Foa Upcoming (5 days)
(O Never Brenda-Tim Preuss 10/19/2017 8:32 A...
@ If possible Mary Kay Johnson 10/19/2017 12:43 ...
ACM Learning Center 10/19/2017 1:00 PM
To send encrypted, acc Dennis Chow 10/19/2017 9:26 PM
(O Only trusted keys F Rafi 10/20/2017 10:13 ...
@ All usable keys john bradley 10/20/2017 10:46 ...
Russ Sanderlin 10/20/2017 10:46 ...
Contsm bielose sendng ACM TechNews 10/20/2017 10:54...
@® Never Julien Touche 10/20/2017 12:27 ...
O Always Brenda-Tim Preuss 10/20/2017 12:48 ...
O If encrypted O'Reilly Systems Engineering & ... 10/20/2017 5:46 PM
O If unencrypted john bradley 10/20/2017 6:35 PM
Neely, Lee 10/20/2017 8:51 PM
(O If rules changed the default encryption setting
Frank Kraft 10/20/2017 10:26 ...
ACM TechN 10/23/2017 10:53 ...
See also account specific Enigmail settings (see Account Settings -> OpenPGP Security) senews ad
Communications of the ACM Di... 10/25/2017 7:00 A...
ACM TechNews 10/25/2017 11:14 ...
oK Cancel don m. 5:48 AM
v Re [advisory-board-open] MI8A Securt... * Chris Clymer 10:28 AM
0 Thunderbird now contains calendaring functionality by integrating the Lightning extension. Learn more Disable Keep X
@ tim.preuss02@gmail.com is up to date Unread: 0  Total: 22  [7%] Today Pane v
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b 110-csc D-demo - VMware Workstation 12 Player (Non-commercial use on — ]

Player v | Il ~ cp B I >3 g H g &
7, Inbox 7] [¥]
¥, GetMessages v [ Write ~ W8 Chat ® Address Book Tag 1 The presentation selects the three lines Si==y]| Events 4 r X
for the menu. |

v < tim.preuss02@gmail.com
# Inbox
.| Templates
v, |\ [Gmad]
| Drafts
&, Sent Mail
L&) All Mail (4)
) Spam
= Trash
Important (4)
scuba
Starred
v M| Local Folders
== Trash
/®, Outbox

@ Thunderbird now contains calendaring functionality by integrating the Lightning extension.

| > ¥ &8 O ¢

TR @

"m  tim.preuss02@gmail.com is up to date

November 15 Jonas Boner Talk on Rea...

Re: [advisory-board-open] SOC physic...
Re: [advisory-board-open] Linux and A...
Re: [advisory-board-open] Threat Mod...
Re: [advisory-board-open] Threat Mod...
ACM TechNews, Friday, October 20, 20...
Re: [advisory-board-open] Linux and A...
Fwd: SANS NewsBites Vol. 19 Num. 083...
Kubernetes, more Kubernetes, and Kub...

Re: [advisory-board-open] Linux and A...

Re: [advisory-board-open] BYOD policy
Re: [advisory-board-open] BYOD policy

ACM TechNews, Monday, October 23, ...
Communications of the ACM, October...
ACM TechNews, Wednesday, October ...
Re: [advisory-board-open] M&A Securi...
Re: [advisory-board-open] M&A Securi...

[h

ACM Learning Center
Dennis Chow

F Rafi

john bradley

Russ Sanderlin

ACM TechNews
Julien Touche

Brenda-Tim Preuss

O'Reilly Systems Engineering & ...

john bradley
Neely, Lee
Frank Kraft
ACM TechNews

Communications of the ACM Di...

ACM TechNews
don m.

Chris Clymer

New Message

] Attachments

Subject te o

SANS / REN-ISAC Summer 2017 Progra... ©  SANS Organizer 20 5715/2017 1 :H;

Communications of the ACM, October... Communications of the ACM Di... 9/26/2017 1 &2 print..

Fwd: OUCH! October 2017 Brenda-Tim Preuss 10/4/2017 &

Fwd: @RISK: The Consensus Security V... Brenda-Tim Preuss 10/19/2017 Save As
4 Re: Possible Visit Mary Kay Johnson 10/19/2017 Folders

> Activity Manager

Message Filters

> ¢ Add-ons
Options

Enigmail

4T

The presentation selects the "Enigmail” option

on the menu.

| Tasks

TV LV LV Ty s ravy

10/20/2017 10:26 ...
10/23/2017 10:53 ...
10/25/2017 7:00 A...
10/25/2017 11:14 ...
5:48 AM

10:28 AM

Learn more

Unread: 0

Disable

Keep

X

Total: 22 [7] Today Pane v
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'*__53 win10-csci1110-demo - VMware Workstation 12 Player (Non-commercial use only) — O X

Playerv'ﬂﬂvﬁl @-:]:Elmj > g H | $
; — O X
¥, Inbox 7] [¥]
¥, Get Messages v [ Write ~ ®B Chat % Address Book Tag ¥ | Y QuickFilter | Search <Ctri+K> P = Hais 4 r X
v tim.preuss02@gmail.com ®|» % 8O @ ter these messaaes <Cirl+Shift+ New Message ’ Activity Manager
% Inbox ) Attachments Message Filters >
Rl
Tk EC Subject ®®  Correspondents @ Date .
.| Templates Edit > | 2% Add-ons
ol | 1Gmaill SANS / REN-ISAC Summer 2017 Progra... SANS Organizer 20 5/15/2017 1 -
[Gmail} Inc i >
Drafts Communications of the ACM, October... Communications of the ACM Di... 9/26/2017 1 . B
—l - -
] Sent Mail Fwd: OUCH! October 2017 Brenda-Tim Preuss 10/4/2017 8 Decrypt/Verify -
LéJ All Mail (4) Fwd: @RISK: The Consensus Security V... Brenda-Tim Preuss 10/19/2017 S Automatically Decrypt/Verify Messages 5
ot Fe
& Spam 4 Re: Possible Visit Mary Kay Johnson 10/19/2017 : Clear Saved Passphrase N
; |
) Trash November 15 Jonas Boner Talk on Rea... ACM Learning Center 10/19/2017 Reload Message 5
Important (4) Re: [advisory-board-open] SOC physic... Dennis Chow 10/19/2017 Sender's Key y N
ccuba Re: [advisory-board-open] Linux and A... F Rafi 10/20/2017 Decrypt fo folder N N
Starred Re: [advisory-board-open] Threat Mod... john bradley 10/20/2017 Key Management 5
« 8 Local Folders Re: [advisory-board-open] Threat Mod... Russ Sanderlin 10/20/2017 B3 o aCard .. >
- ACM TechNews, Friday, October 20, 20... ACM TechNews 10/20/2017 10:54™™ -
: Trash : =
= ) ' . Edit P cipient Rules
% Outbox Re: [advisory-board-open] Linux and A... Julien Touche 10/20/2017 12:27 ...
Fwd: SANS NewsBites Vol. 19 Num. 083... Brenda-Tim Th e lects "Key M "
€ presentauon seiecis = anagement.
Kubernetes, more Kubernetes, and Kub... O'Reilly Syst P y 9
Re: [advisory-board-open] Linux and A... John bradley ptions 2
Re: [advisory-board-open] BYOD policy Neely, Lee
Re: [advisory-board-open] BYOD policy Frank Kraft il
ACM TechNews, Monday, October 23, ... « ACM TechN
Communications of the ACM, October... « Communica|
ACM TechNews, Wednesday, October ... ACM TechN
Re: [advisory-board-open] M&A Securi... * don m.
Re: [advisory-board-open] M&A Securi... * Chris Clyme
@ Thunderbird now contains calendaring functionality by integrating the Lightning extension. Learn more Disable Keep X
"m  tim.preuss02@gmail.com is up to date Unread: 0  Total: 22  [7%] Today Pane v
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':@ 110-csc D-demo - VMware Workstation 12 Player (Non-commercial use only - []

Player > | Il >~ o B H T »R 0BG = ) E
& Enigmail Key Management — O X — O X
File Edit View Keyserver Generate 51
. . == | Events 4 »r X
Search for: pe Display All Keys by Default r =
« 0O
Name » KeyID B L 2 Thu
Oct 2017 CW43
Tim Preuss <tim.preuss02@gmail.com> 4D39D2E7 —
¢ Date * B3] New Event
5/15/2017 12:20 PM
v Today
Di... 9/26/2017 11:38 A...
Tomorrow
- 10/4/2017 8:33 AM "
This represents the Kkeys generated by d Upcoming (5 days)
Enigmail using gnupg. 10/19/2017 8:32 A...
10/19/2017 12:43 ...
10/19/2017 1:00 PM
10/19/2017 9:26 PM
10/20/2017 10:13 ...
10/20/2017 10:46 ...
10/20/2017 10:46 ...
10/20/2017 10:54 ...
10/20/2017 12:27 ...
B 10/20/2017 12:48 ...
TTUTE U —aTu U S vy : gl ... 10/20/2017 5:46 PM
Re: [advisory-board-open] Linux and A... « Jjohn bradley 10/20/2017 6:35 PM
Re: [advisory-board-open] BYOD policy « Neely, Lee 10/20/2017 8:51 PM
Re: [advisory-board-open] BYOD policy + Frank Kraft 10/20/2017 10:26 ...
ACM TechNews, Monday, October 23, ... « ACM TechNews 10/23/2017 10:53 ...
Communications of the ACM, October... « Communications of the ACM Di... 10/25/2017 7:00 A...
ACM TechNews, Wednesday, October... « ACM TechNews 10/25/2017 11:14 ...
Re: [advisory-board-open] M&A Securi... * don m. 5:48 AM
Re: [advisory-board-open] M&A Securi... * Chris Clymer 10:28 AM
0 Thunderbird now contains calendaring functionality by integrating the Lightning extension. Learn more Disable Keep X
@ tim.preuss02@gmail.com is up to date Unread: 0  Total: 22  [7%] Today Pane v
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PlayerVi[lD'&l@.:l:ED\_'] > g H T $
- O X
#, Inbox 7 12
¥, Get Messages v [ Write ~ ®® Chat % Address Book Tag ¥ | Y QuickFilter | Search <Ctri+K> P = Events < »r X
. 4 »
vl tim.preuss02@gmail.com S oo & & B 2 Eiltor thece meccanss <(CireChift ks 2 Thu O
(=] & Enigmail Key Management O X =
., Templates _. " * 5 [£] New Event
Bk femcin File Edit View Keyserver Generate 712:20 PM " 1od
- | Searchfor: P Display All Keys by Default _ y
711:38 A...
| Enatis Tomorrow
[, Sent Maj | Name “ | Key ID 2| (E%32M | 3 Upcoming (5 days)
& All Mail { | Tim Preuss <tim.preuss02@amail.com> 4D39D2E7 17 8:32 A...
) Spam Copy Public Keys to Clipboard D17 12:43 ...
 Trash EXpOrt Keys to File D17 1:00 PM
Importa Send Public Keys by Email )17 9:26 PM
17 10:13 ...
scuba Upload Public Keys to Keyserver :
17 10:46 ...
Starred Refresh Public Key eyserver :
v M Local Folde Sian K )17 10:46 ...
T et 117 10:54 ..
#* 0] The presentation right clicks on the key to show 17 12:27 ..
a menu. On the menu, the presentation selects )17 12:48 ...
"Upload Public Keys to Keyserver". )17 5:46 PM
)17 6:35 PM
)17 8:51 PM
D17 10:26 ...
D17 10:53 ...
Communications of the ACM DT, 1072572017 7:00 A...
Certificate ACM TechNews 10/25/2017 11:14 ...
don m. 5:48 AM
View Photo ID Chris Clymer 10:28 AM
Key Properties Packt 12:10PM
U ENJOY Z FREE KEewaras Laras: v Herberger’'s Rewards 12:42 PM
0 Thunderbird now contains calendaring functionality by integrating the Lightning extension. Learn more Disable Keep prd
i Unread: 2 Total: 24  [%%] Today Pane v
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E sweden.minnesota.edu X +

sweden.minnesota.edu * ‘

Minnesota State Community and Technical College
MState

Information Technology Academic Department
Moorhead MN

Welcome to the sweden web site. This site primarily provides instructional support for classes taught at Minnesota State Community and Technical
College, Moorhead MN. This site does provide information for selected Minnesota State University Moorhead Information Technology classes. We
do have some items that may interest visitors, however no permission is given to damage this site.

The primary class support site is the brazil web site. This site serves as a backup to brazil and support for encryption activities.

Most visitors will find more information about Minnesota State Community and Technical College at htip://www.minnesota.edu . Additional
information about Minnesota State University Moorhead may be found at hitp:.//www.mnstate edu/ .

Class Key Server ¢ The presentation will now check the key is

on the class keyserver.
Fall Classes

The presentation opens a web browser to

Spring Classes
S "http://sweden.minnesota.edu” as shown.

General Interest

The presentation selects "Class Key Server”
New Student Information | hyperlink.

1:38 PM D
10/26/2017
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E SKS key server at MSCTi

X

+

n.minnesota.edu:11271

SKS OpenPGP Key Server

Extract a key

("OX. . n)
Search for a public key

MSCTC/MSUM Key Server Training Site

You can find a key by typing in some words that appear in the userid (name.
email, etc.) of the key you're looking for, or by typing in the keyid in hex format

String 0xDEADBEEF

Show PGP Fingerprints L]
Show SKS full-key hashes [

Get regu
Get verbl The presentation enters at least part of the

Retrieve| Name on the keys in the box name "String™.

Retrieve

Reset

Submit

You can sul
kev and cli

| version of your

> 3

o

1 B @ ‘

A T dx
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PlayerV‘IIv@@.:EE% > 0w &= )| E

E Search results for '‘preus X +

é O ‘ sweden.minnesota.edu: 11271/

Search results for 'preuss'

Type bits/keyID cr. time exp time key expir

pub 4096R/DE322B69 2017-08-18

.preuss@mnstate.edu>

2017-08-18 . [selfsig]

2017-08-18 Tim Preuss instructor) <
2017-08-18 Tim Preuss <tim ussf@my.minnesota.

| aid Tim Pre
8ig sig3
8ig sigZ
8ig sigZ2

wlw|3

im.
du>

w

Wb fon | B | ot
s | ony |

H

sub
s3ig

o

2017-08-18
2017-08-18

pub 4096R/4DBS0454

uid Tim Preuss <tim preussmy.minnesota.edu>
sig s3ig3 4DBS50452 2017-08-18 2018-09-12 [selfsig]
8ig sig 32610643 2017-08-18 Tim Preuss (M IT instructor) <tim.preuss@minnesota.

sub 4096R/A2AF4F7D 2017-08-18
sig sbind 4DB5045A 2017-08-18 8 [] h
The presentation now has proof all the different
pub 4096R/32610643 18 keys for "preuss” are successfully uploaded to

the class key server.

e

uid Tim Preuss (M State IT instructor) <tim.preuss@minnesota.edu>
sig s8ig3 32610643 2017-08-18 2018-08-31 [selfsiqg]

sub 4096R/8D17D99% 2017-08-18
sig sbind 32610643 2017-08-18 2018-08-31 []

1:40 PM
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